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2 World Foundation

1 RI1CS with scheduled witnesses. (tbc)

Two-round R1CS, to support lookups into tables, which are baked into the R1CS
matrices. The witness W consists of

1. Round-1 witness w;: These witnesses are independent of the verifier challenge
Includes public inputs, constants, and lookup table multiplicities.

2. Round-2 witness wsy: These witnesses depend on the verifier challenges. These
are the verifier challenges themselves, the logUp inverses and their sums.

Ulrich: Let us elaborate on the usefulness of 2-stage R1CS beyond lookups. Ulrich:
Need to define Zmain and Rous. Target W1 € Bmain N Zauz The complete witness
for the constraint system is of the form

W = Wy || W,

with w; € Févl and Wy € Fé\]?, Ulrich: Concatenation is never used anywhere. Ulrich:
It seems more efficient to treat logup with several basefield challenges. This is for
sure the case for the witness builder. Memory constraints in the zerocheck (due to the
higher-dimensional hypercube) can be overcome by univariate skip. subject to M > 1
constraints

(A-9) e (B -w)=C -,

with A, B,C € FE*N "and where ® is the entrywise (Hadamard) product. As
for the witness, we split the matrices M = A, B, C into

M = (M1|M2)7

with M, € IE‘?XNl and M, € FfXNz corresponding to the w;- and wy-parts.
Typically the system is partially decoupled, with each As, Bo, Cs starting with a
large block of zero rows, but we currently do not leverage simpler representations
than the ones above.

We need:

— Definition of the first stage R1CS with auxiliary lookup relation Zr1csNZaux
— Definition of randomized R1CS (with two stages), and its soundness error

Split-witness builder. There is a split-witness builder for stepwise computa-
tion of the complete witness.

2 Preliminaries

Although the entire construction described in the writeup applies to arbitrary
prime fields, we confine ourselve to the the following choices. Let F, be the
Goldilocks prime field [], with the Solinas prime

q:264_232+1

as modulus. We denote by I’ > F, any cryptographically large extension, in
our case the degree 3 extension F' = F s, using... Ulrich: Check which irreducible
polynomial is best
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2.1 Notation

Boolean Hypercube H,, = {0,1}" C Fy, indexing in natural order via [0,2"),

multivariate and multilinear polynomials, Lagrange polynomial
n
eq(, ) = [ [(wi-pi+ (1 —w)- (1= p2) (1)
i=1
Inner product notation.

2.2 Multilinears and univariates
Given a function f € FH» (a vector of values) we will write
f(Xy,...,X,) €F[Xy, ..., X, ]2
for its multilinear extension, and associate to it the univariate polynomial
2" 1
up(X) = flin,oooyin) - X7, (2)
i=0

defined by the values of f over H,,, where i = i; + ...+ 2" 14, is the decompo-
sition of the index into bits. Under this values-to-coefficient regime, we identify
the space of multilinears (in n variables) with the univariate space

P (F) = FIX]<* (3)
in a way that is particularly efficient for Reed—Solomon encoding.

Univariate evaluation Evaluation at a point z € [ is a linear functional and
can be written as inner product w,,(2) = (f, L.) g, with

LZ(Xl,...,Xn)zﬁ((1—xj)+xj-z2"1), (4)

and its values over the hypercube are the powers of z in natural order.

2.3 Interleaved representation

In alignment with the sumcheck protocol, we will often think of a multilinear
f(Xy,...,X,) decomposed into its k-prefix functions

2k_1

FXa, Xn) = > eqi(Xn, o, Xe) - fiXnans o, Xn)- (5)
=0
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Here we again used the identification Hy = [0, 2¥), by each index i specifying
the prefix (i1,...,ix) € Hy via its bits. We call (fo, ..., fon-r_1) the interleaved
representation of f, with interleaving depth e = 2. In terms of their univariate
polynomials,

2k _1

up(X) = > X' up (X2, (6)
1=0

which is the FFT decomposition of u¢(X).

Remark 1. The current version of ProveKit instead employs a postfix decom-
position of multilinear polynomials, which corresponds, in the univariate rep-
resentation, to partitioning the polynomial into contiguous blocks of monomial
powers. Since our construction relies very little on properties specific to Reed—
Solomon codes, the choice of decomposition is largely a matter of convenience.
We adopt a prefix decomposition instead, as it leads to notation that is more
consistent with our treatment of liftings.

2.4 Liftings

Given a multilinear f in k variables, and n > k, we call
Xy, Xn)=0-X1) ..o (1= Xn-g) f(Xn—kt1,---,Xn) (7)

its lifting to n variables. In terms of the values over the hypercube, lifting simply
places the original vector (the values over Hy) on the prefix cube

{0" %} x Hy, C H,,

and pads it with zero on the remainder of H,. In terms univariate representa-
tions,
2n—k
ups (X) =up (X7 ). (8)
We use lifting to uniformize our R1CS across the two stages at no additional
cost.

2.5 Properties of interleaved Reed—Solomon codes

Are RS codes over an extension field. Same rate, same distance.

3 The protocol without zero-knowledge

In this section we describe the main construction for proving a two-stage R1CS,
yet without the additional measures for zero-knowledge. The protocol is a com-
bination Spartan [Set20] and WHIR [ACFY24] as a general inner-product argu-
ment. We skip the proving the values of the public circuit polynomials, which in
[Set2(] is handled by SPARK, and assume that the verifier does compute their
values by itself. In this way we obtain succinct proof sizes, yet the verifier costs
are of the same order as the witness size.
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3.1 Arithmetization.

We consider the R1CS witness vectors padded to their next power of two, i.e. as
functions

w; : {0,1}™ — TF,, i=1,2,

and we denote their multilinear extensions again by the same letters. Likewise,
the number of overall constraints are padded to a power of two, say 2™, and we
view the R1CS matrices as functions

Ai, By, Ci : {0,1}™ x {0,1}™ — F,, i=1,2,

with the same notation for their multilinear extensions.

Throughout the following we assume that m; > mo. We lift ws to the same
number of variables as wy, and likewise we do for the second stage matrix poly-
nomials Ay, B, C. The resulting system has

’LU(Xo, Xl, N 7Xm1) =
(1 —Xo) -wl(Xl,...,Xml) + Xo -wS(Xl,...,Xm1)7 (9)
as the combined witness polynomial, and
M(Y, X0, X1,..., Xm,) =
(1—Xo) - Mi(Y, X1, oo, Xony) + Xo- M3 (Y, X1y, Xny),  (10)
for M = A, B,C, as the combined matrix polynomials.

Ulrich: placing of inputs

3.2 Encoding.
We encode w; and wj in interleaved manner, using the same basecode
C =RS[F, D, 2", (11)

which corresponds to the first basecode of WHIR. (We will discuss the setup of
WHIR later.) The multilinears w; and wj} are decomposed into (m; — k)-prefix
components, which are then encoded non-systematically, using their univariate
representation from 2. The resulting words

flan* ECEv

the interleaved Reed-Solomon code of interleaving depth e = 2™1 =1 where f3
has only d = 2max{m2=Fk1.0} non_zero components. (These are the prefix embed-
dings of the d components of ws.) Thus committing to the lifted w3 causes no
overhead compared to ws, given that mo > k.
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Lifting small commitments. Whenever my < k, we commit the univariate
representation us(X) of we over a projection of D, the image of the multiplicative
homomorphism

ok1—m2

m:D—mn(D), zw—=z . (12)

Since D is an FFT domain, the map is 2¥~2-to-1 and onto. The committed
word fp € FP" is from the smaller code

C’ .= RS[F, D', 2], (13)
which has the same relative rate as C. The lifted word
f3(x) = fo(m(z)) (14)

belongs to C, since u}(X) = uQ(sz_mz) is of degree less than 2F. By means
of the projection m we simulate f5 € C without paying the price of committing
over the larger domain.

Remark 2. As noted in Remark m, the current implementation employs a post-
fix decomposition. However, liftings of the corresponding univariate polynomials
are naturally expressed in terms of prefix embeddings, resulting in a somewhat
inelegant mixture of prefix and postfix terminology.

3.3 The IOPP

Given the commitment of w; as interleaved word f; on D, and proximity pa-
rameter 6§ € (0,1), the target of the protocol is to show that f; is 6-close to a
solution of our augmented constraint system, characterized by Zmain and Zauz
and the inputs in = (inq,...,ine, ). That is, we want to prove that the committed
function belongs to

Elp(X) = Zf:(;_l CiXivd(pv f) S 07

Dye with
RG = f € (Fq ) ’ (Cz) S e@rnain me%au:m ’ (15)
(Cla"'vctl) = Z;L

where d(p, f) refers to the interleaved representation of p(X) as e = 2™ ~F
component polynomials of degree < 2%. The protocol is divided into three phases.

Phase 1. The first phase is devoted to the second stage of the R1CS. The prover
receives the stage-2 challenge £ < Fff from the verifier, and responds with the
commitment of the lifted witness w3 (X7, ..., X,).
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Phase 2. The Spartan zero-check. We prove constraint satisfaction of the mul-
tilinears

wy(¥)= Y MY,7) w@), (16)
feHm1+1
= Y MY, @) wi @)+ D> M3(Y,F) - wi(@)
ZEHm, TE€Hm,
= Y MY, 3) wi(@) + Y Ma(Y, &) wn(d),
TEH T€Hm,

for M = A, B, C'. For showing that
wa(Y) - wp(y) —we(y) =0, forall € Hy,.

we run the sumcheck protocol on its inner product with eq(., 7), where g «s F™
is random. This reduces the above claim to evaluation claims

Vg = U}A(O_Z), Vp = wB(O_Z)7 Ve = wC(O_Z)7 (17)

where @ € F™ are the verifier challenges drawn in the course of the sumcheck
rounds.

Phase 3. The third phase of the protocol is devoted to proving the linear claims
(1), which is done by WHIR on the combined witness w. For public input and
challenge consistency, we further add the constraints

an = Z eq(]7£)wl(f)7 jZO,...,tl, (18)
feH'ml

=2 e’ (@) wi(@®), j=0...t (19)
feH"YLl

where E: (&1,...,&,) are the challenges drawn in the second stage of the R1CS.
The WHIR proof of proximity eventually reduces the linear claims on w to claims
on the combined matrix polynomials, which need to be checked by the verifier
at full expense.
Let us give the formal description of our IOPP. For simplicity we assume
that
t1 =t =1.

Recall that m; > mao.

Protocol 1 (Main IOPP). The R1CS matrices A;, B;,C; € FP*™i i =1,2,
and public inputs in = (ing,...,ing) € IE‘Z are known to both the prover and
the verifier. The prover has committed to the first-stage witness wy, € Fg'' as
interleaved Reed—Solomon codeword fi € C¢ as described above, and provided
the verifier oracle access.
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1. R1CS second stage: The verifier samples the stage-2 challenge
& t
§«sk,
and sends them to the prover. The prover computes Wy € Fy'? the second-
stage witness of the R1CS, commits to it as codeword fo € C¢, as described
above, and provides the verifier oracle access.
2. R1CS zero-check: The verifier sends a random

g ™
and both prover and verifier engage in the sumcheck protocol for
> (wal®) ws(@) — we (@) - eal® 7)) =0, (20)
fE€H,
where wa(Z), wp(Z), we(¥) are the multilinears as specified in (@) After
the last round of the sumcheck, the prover sends
va=wa(d), vp=wp(d), vc=wc(d),

where & € F™ are the verifier challenges drawn in the course of the sumcheck,
and the verifier checks if gm(am) = (va - v — ve) - eqlay p).

3. WHIR: Both prover and verifier run WHIR for the following linear con-
straints on the combined witness polynomial w:

o=y My(@E) - wi(B) + Y, M;(d,F) - wi(@) (21)

TEHm, TEH m

with M = A, B,C, and

ZE€EHm, TEHm,
fori=0,...,t. (This phase reduces the validity of the linear constraints to
claims on the combined matrixz polynomials
A@ B, B@p), o@p), (23)

where ﬁ € F'™ are the folding randomnesses drawn in the course of WHIR.)

If all verifier checks in Phase @ and Phase B, including that of the final matrix
values (), pass, then the verifier accepts. Otherwise, it rejects.

Note that computing the matrix values (@) requires O(n) field operations,
where n is the maximum number of non-zero entries in the R1CS matrices. While
these values can be proven via the SPARK polynomial commitment scheme for
sparse multilinears [Set2(], our main use case pivots for letting the verifier take
the burden of matrix evaluation.

Remark 3. If WHIR is configured to consume only m; — k,. variables, for some
small k., then the matrix polynomials in the final WHIR claim are specialized to
M(a,p| .), M = A, B,C, which are multilinears in the remaining k, variables.
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3.4 Soundness.

Without specifying the corresponding soundness notions, let us informally state
the soundness guarantees of the protocol, for proximity parameters up to the
Johnson radius. This means that 6 as in the main relation (@) satisfies

0 c (0,1—\/1751),

where §; is the relative minimum distance of the base code C7; = C. The corre-
sponding list size bound is

1 1
N

the combinatorial Johnson bound, with n = 1—+/1 — §; —6. WHIR with r rounds
involves the further Reed—Solomon codes Cs, ..., C,., with each round having its
own proximity parameter 6;, again assumed to be within the Johnson radius.
(See Section QI)

£1(0)

Theorem 1. For proximity parameters 0; € (0,1 —V1- 5@‘); i =1,2,...,r7,
where §; are the minimum distances of the Reed—Solomon codes Ci, .., C,.
Protocol |1 is a round-by-round knowledge sound interactive oracle proof for that
f1 € Ry, as specified in (L5), with the following overall soundness error for the
three phases:

5phase 1 S gl (01) *ER1CS (24)

where eg1cs 15 the soundness error of the randomized AIR,

m 3
3 hase?ggl(el)'max{v}v (25)
? |F| ||
and €phase 3 < ewnir(61, ..., 60;) for the overall soundness error of WHIR with

r rounds on the inner product claims (R1) and (R2).

Let us roughly sketch the analysis behind Theorem m First of all, the entire
protocol aims to prove a proximate solution of the lifted R1CS, specified by
A1, B1,C; and the prefix-embedded second stage matrices A3, B;, C5. Unlike
in certain univariate arithmetizations, see [HHM25], lifting by prefix-embedding
does not change the circuit logic — it only introduces variables that are never
used. The lifted system has the same soundness error as the original one, i.e.
ER10S* = €Rr1cs, and from the point of view of wq, it is equivalent to ask for a
second stage response satisfying the lifted system, or a smaller witness satisfying
the original system.H This is the reason why Phase 1 is a randomized reduction

! In fact, a solution of the non-lifted system is simply obtained by truncation.
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from the main claim f; € Ry, to that the extended prover transcript (f1, f)
belongs to

Ip1(X),p2(X)) € 22,
d((p1,p2), (f1, f5)) < 61,
and their coefficient vectors

(€1, C2) satisfy the lifted R1CS
on inputs i?z, {

FD)*
Rphase 1= .];15 ee ((I;D)) e
q

(Here, the distance refers to the interleaved representation of p; and ps.) Note,
that the proximate pa(X) is not demanded of lifted form, in other words, it is
not asked to stem from a 6;-proximate of the non-lifted word fo on D’. (In fact,
we do not rule out that f> is not as close to C’.) A usual pigeon-hole argument
on the number of 6;-proximates of (f1, f3) bounds the soundness error of this
reduction by

51(91) "ERICS* = 51(91) *E€RI1CS;

as stated in the theorem.
The same list size bound also scales the soundness errors of Phase 2, which is a
reduction from Rphase 1 to that the prover transcript fi, f5, extended by its pro-

posed sumcheck polynomials ¢;(X), ..., ¢n(X) and the final claims v4,vp, ve,
belongs to
Ap1(X),p2(X)) € 27,
d ) ) ) > S 9 )
fi € (FP)°, ((p1,p2) (fldfz)) 1
i € () 0= 0a(0) + ()
Rphase 2 = ’ <3 * =1 q1 s
X),...,qn(X) € FIX]=
@(X), - 4m(X) ] i) = ¢i+1(0) + gi1 (1),
va, VB, Vc € F fori=1,....m—1

gm(am) = (va - vp —vc) - eq(d, P)
The first term of the soundness error (@),

m

6(01) -
||
attributes the reduction from the domain identity to the inner product with

eq( ., p). The other term,
3
gl (01) |F| ’
is the soundness errors of each of the m rounds of the sumcheck protocol, on the
cubic zero-check expression.
Finally, and without going into details, Phase 3 is a reduction from Rpnase 2
to the final verifier relation Ry, which trades the correlated agreement claim

Ap1(X).p2(X)) € 27, d(pr,p2), (11, f3)) < 01,

for consistency checks on the WHIR sumcheck polynomials and the aggregated
WHIR claim on the final polynomial revealed in plain. (The latter claim involves
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the evaluation claims on the matrix polynomials M (@, §).) Its soundness error
is ewnir (01- . - ., 0r), the overall error of WHIR, with r rounds on the five claims
(@) and (@) We describe the protocol in the next section.

4 WHIR

For completeness we give a concise description of the WHIR [ACFY24] proof of
proximity to constrained Reed—Solomon codes. Given a word defined on some
set, go : D — F,, WHIR [ACFY24] is an interactive oracle proof of proximity
to a univariate polynomial up(X), the multivariate representation of which, say

P(Xy,...,Xg,), satisfies a linear claim of the form
co = (Po, Ko) s, » (26)
where Ko(X1,...,Xk,) is a publicly known (and often succinctly evaluable) mul-

tilinear. Similar to Basefold [ZCF23] and preceding works, e.g. [BCHO22,CBBZ22|
[Ham22 KT23], the construction of WHIR rests on the connection between mul-
tilinear sumcheck specialization and the FRI-like folding of their univariate rep-
resentations.

4.1 Setup

The mechanics of WHIR is in alignment with a specified sequence of univariate
spaces

Lo D Py D ... D Py (27)

with ko > k1 > ... > k, > 0. (These will correspond to the number of remaining
variables after each round.) As before, we commit polynomials in interleaved
representation, using the linear isomorphism

gki ~ gz;z:;ll, Ci+1 = dim gki/gzki_;,_l,
by FFT decomposition (B), for each ¢ = 0,...,r — 1. The decomposed polyno-
mials, elements from

PPz, P (28)

are then committed as words from the interleaved codes
c,Csr,. ., Cry (29)

with specified base codes C; = RS [F , Dy, 2’“] of (typically increasing) minimum
distance. Their evaluation domains D; are chosen as multiplicative cosetsHin F,,
and are of size |D;| = 2™ for some n; > k;. Each round further specifies s; > 1
for the number of samples in the consistency check between adjacent oracles, as
described below.

2 More generally, disjoint unions of multiplicative cosets of size 2%
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4.2 The IOPP.

In the following I, is an FFT-friendly prime field, and F a finite extension of
it. The protocol starts with initial claim (RG) and consists of r rounds. Each
round ¢ = 1,...,r reduces a claim ¢;_; = <P7;—1’K7;—1>Hk,3_1 on the previous
polynomial P;_; to a claim ¢; = (P}, KZ>Hk, on a new polynomial.

Protocol 2 (WHIR). The prover has a multilinear Py € Fo[ X, ..., Xy,], sat-
isfying the inner-product claim

co = (Po, Ko) uy,

with some public multilinear Ko € F[X1,...,Xk,]. The verifier has oracle access
to go € (FP)e the commitment of Py’s univariate representation up,(X) € Py,
as interleaved word from Cy*.

Both prover and verifier engage in the following r rounds, fori =1,...,r,
each consisting of three phases.

1. Sumcheck for r; = k;—1 — k; rounds, on the previous inner product claim
between P;_1 and K;_1. In the course of these rounds, the prover has sent
the quadratic refinements polynomials ¢;1(X), ..qir,(X), and the verifier
has answered with ﬁ_; = (Bi1,---B1.r) € F". The prover commits to

Pi = Pi—l(gia . )a
as the polynomial up,(X) € Py, represented by the interleaved word
9i € CiiYs

and provides the verifier oracle access. (In the case i = r, the prover reveals
the polynomial up, (X) in plain.)
2. Query phase.

(a) The verifier draws a DEEP query xo <$ F', on which the prover answers
with the value vy of the univariate representations up,(X) at xg.

(b) The verifier queries g;—1 from the previous round at s; > 0 random
positions

Tily---,Tjs; <8 D,

and computes the expected values vy, ...,vs, for up,(X) at these points

from the oracle answers, and ;.
3. Aggregation. The verifier samples ~; <s$ F for combining the specialized
sumcheck claim

Qi,r; (Bz,m) = <PivKi—1(gia . )>Hk:»

i

and the evaluation claims
vj:<Pi>La:i>Hki7 jZO,...,si7

into a the new inner product claim c¢; = (PZ-,KQH,% with the new ¢; and
kernel K; as clarified below.



ProveKit v2 Whitepaper (WIP) 13

If the consistency checks in all the sumcheck rounds hold, and if the final in-
ner product claim ¢, = (P, K,) holds for the multilinear representation of the
revealed polynomial up, (X), then the verifier accepts.

In the aggregation step, the combined kernel is

Ki = Ki—l,i,l(givxla v 7in) + ng—i_l : L.’Ej(Xh' .. ani)a
7=0

and ¢; = ¢, (Bir,) + Z;;o %j+1 - ;.

4.3 Soundness.

Every round of WHIR is a randomized reduction R;—; — R; in the verifier
randomnesses B 1, ..., Bir, Ti,0,Ti1s-- - Tis,, and y;, where

E'pl(X) c 32]@1.,
Ri=q9i € (F)% + dlgipi) <0 ¢. (30)
(P, Ki)m,,, = ¢

(Again, P; is the multilinear representation of p;, and the distance refers to the
interleaved representation of p;.) We use somewhat lazy notation here, hiding
the dependency of R; on the previous messages: The inner product kernel K; in-
corporates the specialized sumcheck claim on the previous oracle g;_1, its values
at the s; in-domain queries, and the claimed value for p; at the single out-of-
domain point x; . We note that in the case ¢ = r, since p,(X) € &y, is revealed
in plain, g, = p,, the distance condition in (B() becomes vacuous.

The soundness analysis of the sumcheck phase, in parallel with the multilin-
ear combinations of the interleaved components, is the most technically involved
part. Its proof relies on (degree-2) curve decodability of Reed—Solomon codes,
yielding correlated agreement under the additional constraints imposed by the
inner products. Without specifying the intermediate relations for each step of a
WHIR round, we state its soundness properties as an (interactive oracle) reduc-
tion. For a detailed analysis we refer to [Hab24, Section 6.4], which generalizes
in a straight-forward manner to arbitrary inner product constraints.

Theorem 2 (WHIR Soundness). For 6; € (0,1 —+/1—10;), where 0; is the
minimum distance of the Reed—Solomon code C;. Then round i in Protocol
is round-by-round (knowledge) sound oracle reduction R,—1 — R;, with the
following soundness errors for its steps.

1. Sumcheck phase: For each of the r; steps,
esi =ccalCi—1,2,0;_1),

where eca(Ci—1,2,0;_1) is the_soundness error of the constrained correlated
agreement theorem (Theorem |3) for C;_1, under degree-2 constraints, using
prozimity parameter 6;_.
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2. Query phase:

gi (91')2 27L—k1:

i= =5 oy T (1= 0im1)%,
e, 2 |F\ D +( )

where £;(0;) is the list size bound for C; at distance 6;.
3. Aggregation step:

Si
eai = 4i(0;) - W»

again with the same list size bound as above.

Remark 4. For the soundness analysis, one may alternatively use the high-
level notion of mutual correlated agreement JACFY24], a consequence of curve-
decodability [Hab25,GG25].

5 Adding zero-knowledge

5.1 Randomizing wps(&).

Recall that in the end of Phase P of Protocol m, the prover reveals the values
wa (@), wp(@), we (&), which are subject to

G (o) = (wa(d) - wp(d) — we(d)) - eq(d, p), (31)

where a € F™ are the random challenges collected over the rounds of the sum-
check. In this section we discuss two different strategies to prevent these values
from leaking private witness data. Both extend the witness (either w; or ws)
by random values, and add trivial gates to assure their propagation through the
R1CS matrices.

Randomization by extension field elements. This is the canonical solution,
where the openings over F' are randomized by random witnesses over F'. Note
that it is sufficient to randomize w4 (@) and wg(&); the value of we (&) is then
uniquely determined by (El)7 as long as eq(&, p) # 0.

We allocate two private extension field variables R4, Rp in the second stage
R1CS, and set their values to r4,rp <% F'. Their gates are

RA'IZRA, 1'RB:RBa

located at arbitrary row indices T4, Zp € Hy,. Then

wa(Y)

—

wB(Y)

w;‘(}?)—i—rA -eq("A,?), (32)
wy(Y) +7rp-eq(Zp,Y) (33)

with w/y, wz, not depending on the two random witnesses 74, 75.
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Lemma 1. For any p € F™. Ezcept for a fraction of € < f?m points a € F™,

the distribution of (wa (@), wp (&), wc(d)) is uniform on the set
{(’UA,UB,Uc) €F?: gulam) = (va-vp —ve)- eq(@',p’ﬁ} )

Proof. The exceptional set is the union of the roots of the multilinears eq(Z 4, .),
eq(Zp, . ) and eq( ., p). For all other & € F™, the vector (wa(@),wp(d)) is
uniformly distributed over F2, since the coefficients of r4 and rg do not vanish
in (B) and (B3), and they uniquely determine we (&) via the claim (B1)). O

The bound in Lemma m is essentially tight, as multivariate Lagrangians have
exactly a fraction of m/|F| zeros in F™. In other words, local randomization of
the witness propagates only to almost all points outside the witness domain.
However, the fraction of exceptional points is of order 1/|F|, and excluding them
does not conflict our soundness goals.

For completeness we also cite an extension to multiple evaluation points:

Lemma 2. Choose §2 = {&1,...,Zx} a set of k > 1 distinct points on the
Boolean hypercube H,,. Then, except with probability of at most € = ’f—’ll n
ai,...,0, € F™, the multi-point evaluation matriz

—

eq(1, 1) eq(Ly,dz) ... eq(Z1, Ay
) ... eq(Za,

— —

Eg, .. .6, =

k

— —

eq(Tx, d1) eq(Ty, dz) ... eq(T, dy)
s of full rank.

The proof shows that the determinant is a non-zero multilinear in the coor-
dinates of a1, ..., d. We postpone it to the appendix.

Randomization by basefield elements. It is tempting to believe that the
univariate strategy from [HK24], which randomizes an extension field opening
by extension-field-degree many basefield values, carries over to the multilinear
world in a straight-forward manner. However, the best generic result we found
is the following one, which has a way too large bound for the exceptional set.

Lemma 3. Let F' be a degree e extension of a prime fieldFy, and 2 = {#1,...,Z.}
a set of e distinct points on the Boolean hypercube H,, C Fj'. Then, except for
a fraction of at most € = qmj points & € F™ the elements

eq(Z1,d),...,eq(Z., ) € F
are Fy-linear independent.

3 This diverges from univariate IOPs, where local randomization propagates to all
points outside the witness domain.
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The proof of the lemma relies on the well-known Moore determinant as a
distinguisher for F,-linear independence. However, we require the property also
over K the field of rational functions in several variables, and hence state it in
full generality.

Lemma 4. Let K be a (possibly infinite) field of characteristic ¢ < oo, and let
fisoo s fe € K, k> 1. Then f1,..., fr are Fy-linear independent if and only if
the determinant of the Moore matriz

fir  fo oo Sk

A R i

M(f1,..., fx) = : L .
fgk_l fgk—l o f]?l«—l

is a non-zero element in K.

For a proof of Lemma, @, we refer the reader to [Gos96, Lemma 1.3.3].

Proof (of Lemma B) Since the points 71, ..., 7, are distinct, the Lagrangians

eq(%;,Y), i = 1,...,e, are Fy-linear independent_elements of K = F,(Y), the
rational function field in m variables. By Lemma H|, their Moore determinant

det M(eq(21,Y), ..., eq(Z.,Y)) # 0,

as an element of K. Moreover, since all matrix entries are polynomials, we con-
clude that the Moore determinant is a non-zero polynomial. The (i, j)-th entry
in the Moore matrix is has total degree at most m - ¢*~', and the total degree
the determinant is at most

€e—1
m+mq+...+mq671:moq .

By Schwartz-Zippel, the fraction of & € F™ for which the determinant evaluates
zero is at most

For all other & the determinant is non-zero, and another application of Lemma
yields that eq(Z1,d), . .., eq(Ze, &) are F,-linear independent elements of F. O

It is hard to tell whether the Schwartz—Zippel bound in Lemma E is tight.
A high polynomial degree is not a guarantee for a large set of zeros. We tried
shortly with GPT-5.6, but did not achieve significant improvements. However,
it proposed the following work around, which explicitly uses the multiplicative
structure of the Lagrangians.
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Blowing up soundness. Instead of a single set {2 of size e, we choose several sets
,...0, C Hy,

in a very particular manner, so that their exceptional sets are statistically in-
dependent. (The latter will be possible because of the tensor structure of the
Lagrangians.) Each (2; is a set of e points contained in a sub-cube of small
dimension

t= |—10g2 €-| ’

with its free part touching the variables Y; (1),...,Y;, ) only, meaning that its
points do not vary outside these t coordinates. We further require that the free
variables are disjoint between the sets, i.e.

{Yoys - Yot 0 {Yi, ) Y0 ) = 2,

whenever j # j'. The crux is that for each such set {2;, we can drop its fixed
variables in the proof of Lemma P, as long as their eg-terms are not zero, since
a common non-zero factor does not change F,-linear independence. The excep-
tional set for §2; is only in the variables Y; (1),...,Y, (), independent of the
other variables, and we arrive at the following statement.

Lemma 5. With (21,...,02s C H,, as above. Then except for an e-fraction of

points & € F™, where
m—t t\’
< g — — ), 34
<o T+ (759) Y

at least one of the sets 2 = (2; is such that its values eq(Z, &), £ € (2, are
Fg-linearly independent.

Proof. The first term bounds the the probability that & € F™ hits one of the
m — t fixed variables of (2;, times e for the union bound over all sets. For all
other &, the exceptional sets in Lemma [ are statistically independent, and of
relative size t/(q — 1) each. O

In our application we would use s = e, to make the second term in (@)
of order O(1/|F|). That is, we would require ¢ random witnesses over F, to
randomize w4 (), and another e? random witnesses for wg (). They can be
placed at arbitrary positions in the witness, yet their constraints (as before of
the form R; -1 = R;, or 1- R; = R;) have to respect the positioning described
above.

5.2 Zero-check masking

The zero-check, Phase E in Protocol m, is_turned into zero-knowledge by using
the sumcheck randomization from Libra [XZZ*19]. The prover commits to the
univariate polynomials

ho <8 F, hi(X),...,hm(X) s F[X]<%, (35)
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where d = 3 is the degree of the sumcheck (@) These polynomials define the
sparse mask

(X1, Xn) = ho + X1 ha(X1) + oo 4 Xon - B (Xim), (36)

which is overlaid with the hypercube sum (@) The prover claims the sum ¢’ =

zem,, "m(Xm), the computation of which is almost for free via the succinct

representation

2% gH: h(Z) = ho + % (hi(1) + ... + hn(1)).

Then both run the sumcheck on the combined claim

coza-c—i—c':Za-G(f)—I—h, (37)
FEH,
where o ¢ F' is random, and ¢ = ) .y G(21,...,7,) is the target claim. (In

our case G is be the multivariate zero-check term, and ¢ = 0.)
The sparse mask carries sufficient entropy to perfectly hide the witness in
the sumcheck polynomials

(jk(X) = Z - G(Oq, .. .,Oék_l,X,f) + h(()él, .. ,Qk_l,X,f),
TEH, i

for k =1,...,n, as the following lemma shows.

Lemma 6. Foranya € F, (a1,...,ay) € F™. The distribution of the sumcheck
prover messages co,G1(X), ..., 4n(X) is uniform on the set

co = G1(0) + q1(1),
R = Co € Fa (jla"'ann € F[X]Sd : Cjk(ak) = (jk+1(0) +(jk+1(1)7 )
k=1,...n—1

independent of G.

For the sake of completeness, we give a proof the lemma.

Proof. Fix G, a € F and (aq,...,a,) € F", and choose any set S C F of d
distinct points, containing the element 1, but not 0. Using the consistency equa-
tions it is easily seen that the linear mapping, which sends (co, §1(X), ..., ¢n (X))
to the values

(1717“-31777.):(Q1|SU{O}7(§1|SW",Qn|S) (38)

is a bijection between R and F9*!. We leave this to the mader.E To prove the
lemma, it suffices to show that the values (@) are in one-to-one correspondence

* The values 71 uniquely determine the polynomial ¢(X) € F[X]=? by degree, and
with it ¢o = §1(0) + ¢1(1). Likewise, §i(au) together with the values @2 uniquely de-
termine go(X) € F[X]5¢ satisfying 1 (a1) = G2(0)+¢2(1), since the letter determines
the value of ¢2(X) at the additional point 0. And so on.
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with hg € F, hy,. .., h, € F[X]<%. But this is evident from the concrete form

qu(X): Z a'G(alv'“vakfluX?f)

ZEH,
+ 2" *(ho + by () + ...+ ap_1hr_1(ap_1) + Xhip(X))

+ Z Trt1hes1 (Tps1) + - oo F 2 (T0),

feank

in which the other hg,...,hg—1,hr+1,...,hy impact only the constant part of
the polynomial. (The representation partially collapses in the two edge cases.
For k = 1 there are no terms except hg preceding Xh,(X), and for k = n, there
are no terms following Xh,,(X).) O

The sumcheck reduces the claim (@) to that
Gm(am) = G(ag,...,am) + hi(ar) + ...+ hp(am),
where
G(@) = (wa(d) - wp(d) —we(d)) - eq(d, p),

for which the prover sends the values w4 (&), wp (@), we(&). The complementary
term

hilar) + ...+ hn(@m) = Gm(am) — G(&) (39)
can be proven in zero-knowledge by a separate protocol.

Remark 5. In our current implementation, we append the dm+1 coefﬁcientsafor
ho, h1, ..., hy to the first stage witness wy, and use zk-WHIR with the additional

constraint
Gm(om) = G(@) = Y Ta(@) - wi (), (40)

TEHm

where I, is the inner product kernel for hy(ay) + ... + hp(ayy,). This requires
the witness to be sufficiently below a power two. See the complete protocol in
Section |Al.

Let us quickly sketch the transcript simulator for the zero-check. The prover
chooses arbitrary random polynomials wq (X1, ..., X;,) and wa(Xy,..., X, ),
with their image polynomials wa,wg,wc not satisfying the zero-check hyper-
cube sum for random p <s$ F. Then it samples hg, hy,...,h, and A # 0 and
computes the hypercube sum

co =Y G+ Ah. (41)

It then runs the sumcheck protocol on the valid claim (@) The (wrong) claim
¢’ is chosen adaptively so that a -0+ ¢’ = ¢g. For details, see Section ?77.

5 Alternatively, one may directly use the representation by their values (@)
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5.3 Masked commitments.

To avoid witness information leakage from commitment openings, we use a
slightly different approach than [CEW26]. Instead of committing to a zero-
knowledge encoding of witness, we overlay a witness polynomial with a sparse
random mask without degree increase: Given witness p € &, and random
msk <% F[X]<%, for some small ¢; < 2™, we commit to

p = p + msk, (42)

which is again from &2,,. (This secures the witness for up to ¢; openings.) Ob-
viously this does not bind the witness, unless we also commit to msk, which is
required for ZOOK anyways (see Section @)

For practical reasons, we jointly commit allEmaSks required by the protocol in
one shot. We concatenate their coefficient vectors, append ¢, additional random
coefficients, and encode the resulting vector as a single word from

Czk = RS[F7 Dzk7 dzk] (43)

Here the degree bound d, is at least ¢, larger than the total of all mask lengths,
and can be chosen again a power of two, if this helps encoding performance. See
Section for details. (The choice of ¢.; depends on the number of openings in
the final proof of proximity, Protocol B.)

The rationale behind masked commitments is the following. Adding the small
mask msk in coefficient representation is a local modification of the witness, and
the subsequent encoding of p is as costly as that of p. In contrast, even a tiny
degree increase of the witness polynomial would lead to an O(m) overhead in
the encoding step, where m is the degree of p.

5.4 WHIR in zero-knowledge

We describe an adaptation of ZOOK [CFW26] to our technique for randomizing
commitments as described in the previous section. The changes to the original
protocol are minimal, and based on the fact that we can now also view masked
polynomials as multilinears in the sumcheck claim. See Remark [ for a one-to-one
variant of [CFW26|.

The sumcheck rounds are randomized using the sparse Libra mask explained
in Section p.2, and information leakage via commitment openings is mitigated
through the commitment masks as described above. In this multi-polynomial
regime, ZOOK considers WHIR as a sumcheck prover, which gradually reduces
composite claims of the form

¢ = <;6@-, K (i)>Hk_ + 31 (msk;) + > AV (ny), (44)
tg=0 j=1

5 These are the masks for the two witness polynomials w; and ws, and the further
masks msky,...,msk,, hi,...,h, required for ZOOK.
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involving a costly part, the inner product (p;, K (i)> of a large (masked) witness
polynomial p; with a public kernel K(¥ and a cheap part, certain public linear
functionals A;l), Fj(z) on the (small) masks committed by the prover so far:
The sparse sumcheck masks h1,...,h; and the witness masks mskg, ..., msk;.
The cheap part is not further reduced by the sumcheck logic; it is treated as
constant function on the hypercube Hy,, which is passed through the rounds
in a weighted form. The costly part is reduced in the usual sense, by folding.
However, not before a fresh sumcheck mask h; 11 enters the sum. In this manner,
the number of masks in the claim (@) grow from round to round, but the costly
part shrinks.

After the final round, the remaining claim, a linear functional in p,., hy, ..., Ay,
mskg, . . . , msk,., is proven in zero-knowledge by an elementary proof of proximity,
Protocol g below.

The required masks. As pointed out in Section @, we assume that the
prover has committed beforehand to all the masks, as a single word from Cp.
Concretely, each sumcheck mask h; is committed as coefficient vector

hiollhiall .. Ilhiy, € F2rtt (45)

from h;o <$ F, and h; ; s F[X]|<?, appended by the coefficients of the com-
mitment masks

msk; € F4, i=0,...,r, (46)

from msk; < F[X]<%, where msko is taken from the subfield F,, assuming
that the first witness polynomial pg is over F,. (In our application, our p is the
composite witness polynomial, both of which have their own basefield mask, and
msko = msko1||msko.2.) The number of coefficients is chosen according to how
often the commitment of p; + msk; is queried in the course of WHIR:

qo = 51, (47)
G =811 +1for1 <i<r-—1, (48)

assuming a single DEEP query in each of the rounds, and
4qr = Sfinal, (49)

the number of queries on p, in the final opening protocol, Protocol E The con-
catenated coefficient vectors (1f) and (46) are encoded in zero-knowlege manner,
by appending to the message another ¢, = s,k + 1 random coefficients

msk,y, € F&*, (50)

" The A§i)(hj) and F;i)(mski) can be again represented as inner products. However,
because of their fundamentally different treatment in the protocol, we write them
as linear functionals.
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before the Reed—Solomon encoding. For reasons to be explained later, another
e = [F': F,] random elements 7y < F are appended to it. Overall, C,;, encodes
the joint mask vector

m = hy| ... ||hr|msko]| ... |msk.||msk.klro (51)
parsed as coefficient vector of F"#,

mac=71+ko—kr+qo+...+ ¢ + gk +e, (52)
as Reed—Solomon codeword over F' with evaluation domain D,y.

Initialization. The initial claim is on the unmasked polynomial py = py —
msko € &1 (Fy), and of the form

Co = <ﬁ0 - mSk07K>HkU7
where the inner product kernel K is public. This is of the form (@) with
0
KO =K, A (msko) = (K, msko)um,, .
The latter can be easily computed as a linear functional on the coefficient vector

msko € Fg°: The multilinear representation of mskyg € F[X]<% is non-zero only
on the first gy points of the hypercube and thus

qo—1
(K,msko)m,, = Y K(j) - msko,
=0

in the index notation of the hypercube.

Modifications of a WHIR round. Let us describe the changes of round ¢ in
Protocol E, i =1,...,7r. At the beginning of the round, the prover has already
committed to p;_1, mskq, ..., msk;_1, h1,...h;_1, satisfying the linear constraint

i—1 i—1
Ci—1 = <ﬁi—17 K(i_l)>Hk + Z Fj(lil)(mSkj) + Z A§171)(hj) (53)
=0 =1

We think of the claim as ¢;_1 = Zfer G;—1(Z) for the quadratic expression
7—1

Gi1(%) = pi—1 (&) - KUD(@) — 27k By,

where B;_; is the sum of the mask functionals in (@)
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Step 1: Masking phase. Identical to the sumcheck randomization in Section @
The prover takes the masks h;o € F, hi1,...,hir, € F[X]<? it committed
before running the protocol. They define the sumcheck mask

hi(X1,.... X)) =hio+ X1 -hi1 (X)) + ...+ X0, - b (X)), (54)

in as many variables as the sumcheck phase of the WHIR round consumes,
r; = k; — k;—1. It claims

di: Z hi(:nl,...,xr).

fEH}ci_l
The verifier sends a random \; < F', which reduces (@) to the combined claim

)\i s Ci—1 +dl = Z (>\z G1,1(5)+h1($1,71’r1)) (55)
TeHy,

—1

Step 2: Sumcheck phase. Both prover and verifier proceed with the r; sumcheck
rounds on the combined claim (§9). In the course of it, the prover provides
the quadratic refinement polynomials ¢; 1(X),. .., g, (X), the verifier has sent

—

Bi = (Bias---,Pir) After the last sumcheck round, the claim (@) is reduced to

Gisri (Biry) = Z </\i G (B, @) + hz(@))

f’GHki

=X\~ <ﬁi71(§i7 D), K5, )> 2kimkior N By 4 28 hy ()

i

Hy,

which linear in ﬁi,l(ﬁ_;-, .) and the masks, now including h;.

Step 3: Commit. The prover takes msk; € F[X]<%, and commits to

pi = pi-1(Bi; -) + mski(.)
as a word from Z;’. This masked commitment is required also in the last

round i = 7. The new ensemble of polynomials, p;, msk;, and mskg, ..., msk;_1,
hi,...,h;, is subject to the linear constraint

c 8 Y= {5 — ks s . G- (3
di,r; (ﬂmﬂ:) <p2 msk;, A; - K (B, )>Hh
+2770 N Bisy + 2 hy(B), (56)

which are of the form (@)
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Step 4: Query phase. In the query phase, the verifier asks the masked polynomial
p; for the value at the out-of-domain sample x; ¢ <$ F' and uses the values of
the previous p;—; to constrain p; — msk; at the points x;1,...,2;s, <3 D;. In
terms of the new ensemble, these claims are the linear constraints

Z ﬁl(f/) ’ Lwi,o (f/) = Yo, (57)

f/GHki
> Bi@) — mski(@)) - L, (&) = v, (58)
f’EHki
for k = 1,...,s;, where Lmik are the univariate Lagrangians of degree 2Fi—1.

These constraints are again of the form (44).

Step 4: Aggregation of claims. The verifier samples a random ~; < F' for com-
bining the above claims (@), (b7) and (@) on the new ensemble into a single
claim of the form ({4), with the following linear functionals:

KO =5 KODE, )+ > L, (), (59)
k=0

Y =om.n AV =10,

(60)
F(z) = —< . ,K(i) - Vi LfDi,O>Hki <61)
(62)
(63)

AP =2m ATV =i,
AP (i) =27 ha(By).

As before, the inner product (@) on msk; and the evaluation (@) on h; are
inexpensive to compute.

Remark 6. In closer alignment with [CFW26], one may think of the claims
(H4) in terms of the unmasked polynomial p; = p; — msk;, rather than of the
masked one, i.e.

o g ~ O gk ) 1 S AD (7,
ci = <pZ,K ¢ >Hk + ij (msk;) + ZAj (hy).
B 7=0 j=1

In Step 3, the prover commits to p; = pi—1(gi, . ) + msk;( . ) instead of p; =
Pi—1(Bi, - ) + msk;(.), and the consistency relation for the s; in-domain queries
would then be

E:(@@qu%@ﬂ+mme@w0-@M@q:W

T'€Hy,

instead of (@), leading to a different update rule of I’ 1@1.
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The final opening protocol. The final claim after round r is of the form

¢ = (pr, K, + Z Fj(r)(mskj) + Z A;ﬂ (hy). (64)
§=0 j=1
It is proven via an independent proof of proximity to p,(X) € #;", and m(X) €
F[X]<™a satisfying the joint claim (p4). For improving soundness, we constrain
the prover to a single proximate mask by asking it for the value

v =m(2)

at a random out-of-domain point z <$ F, at commit time of m. (See the full
protocol description in Section [Al) We use the same random point to prove
invariance of the mask component msky under the Frobenius automorphism
¢ : ' — F, which leaves F, invariant. The prover also provides the value of
the component

msko (X ) = msko(X) + Xmskol . 1o (X) (65)
at z, i.e.
v = V.(m) = msko(2). (66)
If ¢(v") = Vi(z)(m), then with high probability msko(X) = ¢(msko)(X), proving
that msko (and 7o) is over F,.

Protocol 3. The prover commits to full entropy masks H <$ Z5 and M <5
F™= as words from C, and Cly, respectively. It parses M as Hy| ... ||H,|
Mol ... |M||M.k||Ro according to (@), and claims

d=(H,KD)y, +> 070M)+ > A7 (H)), (67)
=0 =1
and
Um :M(Z), "U;W = ‘/Z(M), ’U;\//I :V¢(z)(M) (68)

The verifier replies with A <$ F. The prover reveals the combined messages
H =X-p,+H, M = X-m+ M, the latter parsed as Hi|| ... ||H.| M| - .. || M/

M, || Rp.
The wverifier queries the commitments of p, and m independently at ran-
dom points x1,...x5 <8 Dy and y1,...,ys, <3 D,, respectively, and checks

collinearity of the revealed values with those of the encodings of H' and M’. If
the collinearity checks hold, and if

Neep+d=(H Ky, +Y Tj(M)+ > A;(H)), (69)
j=0 j=1

and
)\'v+UM = M,(Z)a A'U/+U§V[ = ‘/Z(M/)7 A(b(vl) +IU3\/4 = V¢(z)(M/)7 (70)

then the verifier accepts.
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5.5 Impact on soundness (tbc)

While all other measures from Section EI, @, @ do not affect soundness,
except for introducing another round for combining

This is different for the ZOOK modification of WHIR, Section @ The final
opening proof, Protocol B, is an independent proof of proximity for the final
masked WHIR, oracle p,. and the joint commitment m of all masks and blinders.
As a consequence we are only able to bound the number of proximates pairs by

€(0,) - (),

and likewise the additional multiplier £(6,x) is present in all other steps of the
protocol.

(X) € P, d(X) € FIX]<0,

d(Aaf) < 0 A d((jag) < ezka

and
fe (IFD)e, ) the coefficients (¢;) of
geFPa 1 p(X) = p(X) — mskoo(X) [
satisfy

(Ci) S e%Tnain N %auma

(c1y...ye) =1in

Re =

where mskg o(X) are the corresponding

Ulrich: It is sufficient to prove a proximate p(X) € P, (F) that solves the A;
By and C part. Because the entries of the matrices are in F,, the Fg-component of
p(X) = p(X) — msko,0(X) are a solution of (A, B1,C) with the corresponding inputs.
WRONG! We need to prove that msko(X) is over F,.

The prover declares the value

v = (m0(q), Lz)

at random z € F, where my grabs the coefficients for msko, and ¢ is subject to the
invariance constraints

(m0(q), L=) = v
<7T0(é)7L¢(z)> = d)(v)a

which prove that with high probability ¢(mo(G)) = mo(¢). However, to make this zk
we need to append e many F, to msko. We can use this value for reducing to a single
proximate anyways.
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6 The non-interactive STARK (tbc)

6.1 Merkle commitments (tbc)

6.2 The

6.3 Fiat—Shamir / BCS transform (tbc)

6.4 Example parameters (tbc)

6.5 Benchmarks (tbc)
7 Outlook v3 (tbc)
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A The complete protocol (tbc)

The complete protocol takes all the measures from Section E into account.

1. The first stage witness w; is
(a) Appended by the zero-check masks hg € F,h1,...,hy, € F3 laid out as
basefield vectors.
(b) Appended by €2 = [F :ﬁg basefield randomizers for wa,wg, wc at @,

as described in Section (at any position)
The propagation constraints for the basefield randomizers are placed accord-

ing to Lemma . No randomness appended to ws.

2. Commitment masks as in Section p.4: The masks msky, ..., msk, and hq, ..., h,
are committed as codeword in Cj. Here mskg for the combined witness poly
splits as msko 1, mskg 2 € F;l, and is over the basefield. (The other masks
are over F.)

B Correlated agreement (tbc)

Let F be an arbitrary finite field,
I: 2,(F)xF—F,

be a polynomial (in the coordinates of an arbitrary basis) of total degree d =
deg I’ = 2.
Theorem 3 ([BCI"20,BCH™"25]). For C = RS[F, D, k] any Reed—-Solomon

code over an arbitrary finite field F, with minimum distance 0, and I" : P, x
F — F as above. Then, for any 6 € [g, 1—+v1- 5), the following holds. If the

set
— 'sz(X)E@,d((l—Z)-f +Z'f7pz)§9
S—{zeF, k/\F(pz,z):OO 1 }
is of size )
812 tas(0)- (25 10 41) 11,

then there exist polynomials qo(X), q1(X) € Py with d((qo,q1), (fo, f1)) < 0,
and I'(qp,0) = I'(q1,1) = 0.
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The theorem is direct consequence of line decodability [], also called collinear-
ity of proximates property in [Hab24]. Given a of proximates of the random linear
combinations, one for each, then a notable fraction of it lies on a line.

C Proofs: IOPP soundness (tbc)

C.1 Protocol a

Let us outline the soundness properties of the protocol. In the following we write
0y =01(61) (72)

for the Johnson list size bound on the number of proximates from C; at distance
0.

Phase B The first phase is a reduction Ry — Rphase 1 depending on the verifier
challenges £ < T, where

Ap(X), p2(X)) € 22,
d((p1,p2), (f1, f5)) < 04,
R — flG(FqD)e’ . arid
phase L7 fre (FP)° 7 (m(X),Ep(X)) [
satisfy the lifted R1CS

on input in

where as before, the distance refers to the interleaved representations of the
polynomials. The phase is a single-step reduction, and its soundness error is as
follows.

Lemma 7. Phase B in Protocol B is a round-by-round sound oracle reduction
R, — Rphase 1 with soundness error

Ephase 1 < él *ERICS;
where egics s the soundness error of the randomized R1CS.

Proof. Assume that for more than k = ¢1(0)erics - |Fq|* distinet verifier chal-
lenges &, there exists a potential prover answer fo € ]FqD " which extends f1toa

pair (f1, f3) in Pphase 1- For each such challenge f_;, i=1,...,Kk, we select one
of the #;-proximates (p1(X),p2(X)) stated by Zphase 1, and obtain a list

d(p1,:(X), f1) < bh,
and
L= (P1i(X), &, p24(X))) + (p1,0(X), &, p2,:(X))
satisfy the lifted R1CS

on input in
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with more than s entries.

By the list size bound, there at most ¢; distinct py ;(X) mentioned in .Z.
One of them, p;(X) = p1,(X), appears more than

K
K = 7, = ERICS Fql
1

many times in the list. This p;(X) has more than £’ many &, p2,i(X) satisfying
answers for the lifted randomized R1CS on input in. Since the soundness error
of the lifted R1CS equals that of the original R1CS, p;(X) is a solution of the
first stage R1CS. This proves that f; € %Zp,. O

Phase @ The second phase, the zero-check, reduces Rphase 1 t0 Rphase 2, Where

3(pl(X)ap2(X)) € gml X me
fi e (FP)™, d(p1, f1) < 01,d(p2, f2) < 02
f2 € (]FDk)Ek e
Rphase2 = a ’ <3 * O:q1(0)+Q1(1), )
X),...,qgn(X) € FIX|>

q1(X), ..., qm(X) € F[X] () = qis1(0) + g (1),
va, VB, U € F fori=1,....m—1
gm(am) = (va - vp —vc) - eq(d, p)

depends on the verifier challenges p, & (and the preceding 5) The soundness
error of this reduction is

m 3
ase SE é : T = )
Fphaso2 = £1- 62 (|F|+m |F|)

again scaled by the number of joint #;- and #s-proximates of f; and f;. The
components correspond to the roundwise soundness errors of that phase. The
first term is the probability of that p is a zero of the multilinear extension of
a(Z) - b(Z) — (&), £ € Hp, despite being non-trivial. The second term is for
the m rounds of the sumcheck. Each % stands for the probability that the
specialization of the sumcheck claim to the random c; is satisfied by a joint
proximate (p1(X),p2(X)), although not both claims for X; = 0 and X; = 1
hold.
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Phase B The third phase reduces Zphase2 to the final verifier relation %y of
the protocol. This is

hoe (F)™ 0=q1(0) +ai(1),
fo € (BD)™, ¢i(i) = i+1(0) + git1 (1),
@ (X),...,qm(X) € F[X]=3 fori=1,...,m—1, .
va,vB,vc € F Im(am) = (va-vB —ve) - eq(d, p)
B = pe (D) wpeF and

g, satisfies the aggregated WHIR claim
. U= <KT‘7gT>Hk7,a
gr—1 € (IFqDT) " Uy €EF which involves the specializations
gr egkr Ml(&,ﬁ‘l ')7
M=AB,C, i=1,2

where ¢o, .., g,_1, are the folding proposals committed by in the first r — 1
rounds of WHIR, together with their values uso, ..., u,_1 at the verifier DEEP
queries 29, ...,2._1, and g, is the final folding proposal revealed in plain.

The soundness error of this phase is that of joint WHIR,

Ephase 3 = ewHIR(61,...,0;)

and will be described in the following section.

C.2 Soundness ZOOK. (tbc)

For now, only few notes:

For simplicity, we assume the masks as given. (The full story is a bit more
complicated as it needs to take into account the proximates of the masks.) Sup-
pose that with notable probability in [31 the prover is able to provide fl which
close to a poly p;, so that

— the new ensembleAWith pi; and msk; satisfies the B_;-—specialized claim (@),
— the folding foldgi fi—1 agrees on a density « subset of D;_; with p; — msk;.
(Which is caused by (ﬁ) and (@) satisfied with notable prob.)

Then, with the help of line decodability, all intermediate foldings are proxi-
mate to polys, the mv rep of which satisfy the specialized claim, up to that f;_;
has a close poly p;_1, satisfying the combined claim (9).

C.3 The complete protocol (tbc)
D Proofs: IOPP zero-knowledge (tbc)

D.1 ZOOK (tbc)

As elaborated in Section @, the sumcheck polynomials of each round will be
uniformly distributed over the relation of consistent polynomials, independent
of the witness.
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Further, by construction the queried values (in- and out of domain) are iden-
tically distributed field elements (F or I, if the first round oracles), independent
of the witness.

The simulator can be constructed similar to the sumcheck simulator.

D.2 The complete protocol (tbc)
E Alternatives to ZOOK

Proposal 1: VEIL In its most simple variant, the followings steps need to be
taken.

Securing the witness queries. We need to randomize the witnesses w; and
ws for the number of queries from D. (No R1CS modification necessary). Recall
we commit the witnesses in interleaved manner, using the FFT decomposition,
and thus we need to randomize the witnesses properly, so that each component
is affected equally: Thinking of w; as the not yet decomposed vector, add a
contiguous interval of e - nuMqyeries Tandom values, where e is the interleaving
depth, at any place in the not used padding space of it. For wy likewise, but we
may take into account that less than e many components are non-zero.

Isolator polynomials. In its most simple variant, the prover samples addion-
ally to two random polynomials over the extension field F',

H1 (—$F[X17...,Xm1], H2 (—$F[X17...,Xm2],

and commits them together with w; and ws, respectively. These ‘isolator polyno-
mials’ are combined together with w; and ws in an additional (virtual) batching
step before entering WHIR:

1. After we combined (@) and (@) into a single inner product claim (K, w) g
on the combined witness poly, the prover reveals

mq+1

v = <K,H>H

mq+1

on the combined isolator polynomial H = (1 — Xy) - Hy + Xo - Hj. with wy
and w; replaced by H; and Hj.

2. The verifier draws a further randomness 75 to combine the two claims into a
claim on the linear combination w++-H. This combination is not committed,
the values of it are computed from those of w and H.

3. Run WHIR on the virtual linear combination w +~ - H.

The isolator polynomial entirely decouples the distribution of the future run
of WHIR from the past (and thus the witnesses). WHIR is run entirely in non-zk
mode, no changes here.

While the prove size increases only marginally (by one extension field element
per w; query, likewise for ws), prover cost does, since the prover has to hash the
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isolator polys. Moreover, we most likely hit memory bounds in this variant of
VEIL.

Ulrich: The witness polys w; is about 1/4-th the size as in the BN254 case, and
wa is about 3/4-th of the size. However, Hi and H» together are 3/4-th of the entire
BN254 witnesses, which is why I believe we will hit memory bounds for the largest
circuits we want to prove.

A more prover friendly variant. To mitigate the memory bounds, we insert
isolator polynomials in the first round of WHIR instead. Ulrich: This is a hacky
solution, which requires additional sumcheck blinders, I am not a fan of it.

1. The prover only samples a single
H<«+sC,

from the base code of wy and w3, and commits either together with w,. This
is much less overhead (both compute and memory).

2. Modified first round of WHIR:
(a) The sumcheck phase is randomized in the usual manner, using

Ri(X),. .. by (X) < F[X]=3

These are committed separately, and in zk manner.
(b) After specializing the sumcheck claim to X7 = f4,..., X = B, the
prover reveals

v = <K0(617"';Bk17 . )7H>Hm1—k17

and the claims for w(fi,..., 0k, - ) and H are combined via another
verifier randomness v, <$ F'.
(¢) We now proceed with the virtual linear combination w(f1, ..., Bk, - ) +

v2 - H. (The query phase, the aggregation phase.)

The value hy(B1) + ... + hi, (Bg, ) is proven separately.
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